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Executive Summary

Deliverable 3.5 (D3.5) provides the final analysis of market needs and research trends in Ar-
tificial Intelligence (Al), Cybersecurity (CS), and the Internet of Things (IoT). Following the
project’s established seven-step methodology, this report prioritizes the competencies required
to keep MERIT master programs and related activities at the digital forefront.

The final application of the methodology yielded the following results:

* Refined Expertise: Partners expanded hands-on training infrastructure, with FBK and
Vilnius Tech enhancing laboratory capabilities in Al and Cybersecurity.

* Stable Vision: University learning outcomes have reached a stable implementation phase
in all four specialized master’s degree programs.

* Advanced Research: Analysis identifies a shift towards autonomous systems and sus-
tainability, specifically in Agentic Al, Adversarial Al, and Green IoT.

* Market Maturation: Industry needs have moved toward proactive resilience and ethical
governance, prioritizing Zero Trust Architecture and compliance with the EU Al Act and
NIS2.

* Economic Value: Questionnaires reveal salary increases of up to 12% for specialized
cross-domain expertise (e.g., Al and 10T in the CS domain).

* Qualitative Precision: Through rigorous manual filtering, the consortium refined 4,590
initial data points into 585 contextually verified competencies.

* Labor Market Map: Using the ESCO framework, the analysis identifies 299 unique oc-
cupations (102 CS, 71 Al, 188 IoT) accessible to graduates as possible career pathways,
supported by 128 unique skills and 115 knowledge items. Using the e-CF framework, 26
competences and 5 roles.

This document serves as the final strategic guide to (I) upgrading MERIT master programs,
(IT) identifying high-impact career pathways for the European workforce, and (III) leveraging
synergies among Al, CS, and IoT to bridge the digital skills gap. Its findings provide a robust
benchmark for MERIT and external Higher Education Institutions (HEIs) to enhance existing
curricula or design new programs for the upcoming academic year. To maximize its impact,
the consortium will disseminate these findings through MERIT-sponsored events, such as the
the upcoming industry engagement workshop, to bridge the gap between academic output and
industry demand, highlighting the most critical professional profiles for the digital economy.
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1 Introduction

By identifying the most relevant competencies to fill current and future skill gaps in the Al CS,
and IoT domains, Work Package 3 (WP3) establishes the long-term strategy for the MERIT
project. The findings from this work package have been instrumental in shaping the structure
of MERIT master programs and guiding supplementary activities, such as public outreach,
hackathons, and professional upskilling. WP3 functions across three primary levels:

* Master Program Design: Providing the foundational skills to structure the master pro-
grams (a phase now completed by WP4).

* Development of Program Materials: leverage the consortium’s expertise to optimize ef-
forts in creating course content and activities to support the annual investigation results
(a phase now completed by WPS).

* Courses Administration: Supporting the ongoing upskilling of educators and SME em-
ployees on the latest technological advancements (WP6).

Furthermore, WP3 coordinates with WP2 to ensure the effective communication and dissemi-
nation of the annual investigation results to target audiences.

1.1 Objectives of WP3

The specific objectives defined for this work package are:

 Strengthen the reputation of consortium universities as leaders in Al, CS, and 10T, posi-
tioning them as essential experts for digital competencies in both industry and society.

* Enhance teaching expertise by fostering knowledge exchange and synergies through col-
laboration with diverse stakeholders.

* Promote the growth of advanced digital skills in Europe by attracting students and pro-
fessionals to specialized master studies, enabling them to navigate the complexities of
next-generation systems.

To fulfill these objectives, D3.5 represents the final iteration of the methodology established in
the first year (D3.1). It iteratively updates and prioritises the needed knowledge by integrating
perspectives from research, industry, and MERIT Universities. As in previous editions, the
results are compared with past findings to track evolving market trends and ensure the MERIT
curriculum remains at the cutting edge of the digital landscape.

1.2 Organisation of the document

Section [2] presents the final application of the seven-step methodology used to identify and
prioritise a set of Al, CS and IoT topics, technologies and the related application areas to
master, and the more general skills to develop. Special attention is dedicated to investigate the
job positions that require combined expertise in AI-CS or Al-IoT domains. Results in Step 7
include MERIT Universities’ vision and the academic perspective (Scopus analysis); they are
also mapped to two European frameworks: the European Skills, Competences, Qualifications
and Occupations (ESCO)[18] and the European e-Competence Framework (e-CF)[12]]. The
deliverable concludes with Section [3] summarizing the results and providing general insights.
Annex |Alupdates the Scopus database queries used for the academic investigation of results.
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2 Methodology

This Chapter introduces our approach and, at each step of the methodology, compares the re-
sults with past editions. As highlighted by Figure[I] the methodology integrates heterogeneous
theoretical and practical expertise: a Research Center (FBK), four Universities (UPC, Vilnius
Tech, RTU, and TalTech), two SMEs (Exacaster and Asoindel) and three DIHs (CIT-UPC,
DIZNE, and SSMTP).

To identify the most relevant results, the process leverages the expertise in the MERIT con-
sortium (Step 1) to select specialized data sources (Step 3) and extract insights from academic
research, industry reports, statistics, and forecasts, resulting in a comprehensive summary (Step
4) of well-established and emerging topics and technologies in the three domains (CS, Al and
IoT), together with their application areas. Then, the consortium leverages its extensive net-
work of contacts to validate identified data by querying regional SMEs with questionnaires
(Step 5a), and incorporate a broader perspective through industry reports (Step 5b) address-
ing current and future skill gaps. Special attention is dedicated to identifying domain-specific
working positions that bridge expertise in two or three of the domains under investigation,
highlighting the unique skills sets required for these evolving professional roles (Step 5c). All
gathered findings are then synthesized into a general summary (Step 6) to produce a prioritized
list of topics, technologies, and application areas in line with MERIT Universities’ vision (Step
7). This process ensures that the MERIT masters’ programs and outreach activities align with
real-world industry needs and map to the European professional frameworks ESCO and e-CF.

Primary consortium partners

Excellence and
research center

=3¢

SMEs DIHs Universities

o || =0
|| ﬁ T'A.:l

.. <m >
Exacaster- TECH

Areas of expertise
(Al/10T/CS) and type
(theoretical or practical)

Envisaged skills for

- MERIT students
Data sources to inquiry research

papers, statistics, reports and forecasts

y

Summary of current and
forecasted topics, technologies
and application areas

v
Leverage members' network to
5a inquiries regional industry needs
(topics, technologies and areas)

Domain-specific working positions that leverage Al-CS
and Al-1oT expertise, and their required skills

l Additional industry
needs and hindsights

General summary of AI/CS/IoT topics, technologies

and application areas validated by industry

y

7 Prioritised list for MERIT students and outreach activities «

5¢c
»

Figure 1: Revised Methodology.

DIGITAL-2021-101083531 Page 7 of 30. Mar. 2026



RAANEN Co-funded by Py
MERIT LWL the European Union o _

2.1 Step 1 - Update MERIT consortium expertise

Step 1 involves a comprehensive audit of the consortium areas of expertise: theoretical (Re-
search and Teaching) or practical (Prototyping and Hosting of Laboratories), in the CS, Al or
IoT domains. This mapping is essential for strategically allocating responsibilities for inves-
tigation and to ensure that partners possess the necessary technical infrastructure to support
both master program delivery and professional training activities. It also helps track upskilling
within the consortium.

Table 2: Partners’ field of expertise (as of November 2025)

Partner Al Expertise Cybersecurity Expertise IoT Expertise
FBK R, T,P L R, T,P L R, T,P,L
UPC R, T,P L R, T,P L R, T,P,L
Vilnius Tech R, T,P R, T,L R, T,L
RTU R, T,P L R, T R, T,P L
TalTech R, T,P R, T R, T,P L
Exacaster R, P - -
Asoindel R* P - R* T,P L
DIZNE P P P
SSMTP T T, L* -
CIT-UPC R R R

Legend: R: Research, T: Teaching, P: Prototyping, L: hosting of Laboratories.
Note: * indicates specific project-related expertise.

The results of this final iteration show continued evolution in the consortium’s practical capa-
bilities. In this fourth-year edition, FBK developed laboratories (L) in both the Al and Cyberse-
curity domains, building upon its established research and prototyping strengths. Additionally,
Vilnius Tech has successfully re-established its capacity for hosting laboratories in Cyberse-
curity. Conversely, reflecting a shift in its operational focus within the project, CIT-UPC no
longer provides prototypes across the three domains.

Compared to previous editions, these changes highlight the consortium’s ongoing efforts to
optimize its physical and digital infrastructure for course delivery. While the first edition (D3.1)
established foundational expertise, the second edition (D3.3) saw a major expansion with eight
new capabilities identified, the third (D3.4) and this final edition (D3.5) focus on the strategic
refinement of practical resources. This ensures that the specialized master’s programs remain
grounded in hands-on laboratory experience, even as partners adapt their focus to meet evolving
project needs and institutional goals.

2.2 Step 2 - Update MERIT universities vision for their students

Step 2 involves identifying the mandatory skills and learning outcomes that consortium univer-
sities expect their graduates to acquire. This collection of “desiderata” is vital for prioritizing
the results (Step 7).

For this fourth-year edition (D3.5), the envisaged set of skills and the institutional vision for
MERIT students remain consistent with the third-year analysis (D3.4), as the established study
programs and their respective syllabi have reached a stable phase of implementation.

DIGITAL-2021-101083531 Page 8 of 30. Mar. 2026
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Graduates are expected to demonstrate high proficiency across diverse and interconnected do-
mains. Vilnius Tech focuses on graduates capable of applying informatics and systems model-
ing to Al, emphasizing research, teamwork, and leadership. TalTech prioritizes manufacturing
engineering, waste reduction, and the ability to draft financial business plans to solve economic
problems. RTU students are expected to lead in Al, machine learning, and IoT advancements,
applying technology for process efficiency and strategy development. Finally, UPC graduates
should be able to identify challenges in machine learning, evaluate cybersecurity standards, and
design innovative hardware or software solutions.

Across all institutions, several core competencies and soft skills remain foundational to the
curriculum:

* Fundamental and Applied Knowledge: Serving as the basis for achieving high-level pro-
fessional positions.

* Critical Thinking and Innovation: The ability to propose and justify sustainable solutions
to complex problems.

* Ethics and Responsibility: Adherence to professional ethical standards and understand-
ing the societal impact of technical solutions.

* Communication: Proficiency in English and the ability to present technical data to diverse
audiences.

Artificial Intelligence maintains a prominent and transversal role across all programs, under-
scoring its importance as a key enabler for next-generation digital systems

2.3 Step 3 - Data sources

In line with D3.4, we report in Table [3| only data sources used to obtain research or statistics,
reports and forecasts which have been analysed in Step 4. In the table, we underline the new
set of sources (or the new domain/use), and cross the ones that are no longer used for a specific
domain.

Compared to the past year, we excluded the following sources as they did not provide up-to-
date, relevant information (from January 2025 onward), or in case we already collected enough
data considering the scope (Global, EU, or Regional) or the category (Research or Statistics,
Reports, Forecasts): the European Commission, IEEE Computer Society, IEEE Internet of
Things, Initiative for applied artificial intelligence, Next Generation IoT, SPD Technology,
Splunk, Taylor & Francis Online.

2.4 Step 4 - Data analysis

In the following, we provide a general overview of the analysed data, and specific insights
related to the Al CS and IoT domains.

General Overview Technological development is transitioning from reactive tools toward
proactive agentic systems that operate autonomously within the Artificial Intelligence of Things
(AloT). Utilizing digital twins and Edge computing, these distributed ecosystems optimize sec-
tors such as Industry 5.0, smart farming, and healthcare while prioritizing Green Al for sus-
tainability. To protect the expanding attack surface, organizations must implement Zero Trust

DIGITAL-2021-101083531 Page 9 of 30. Mar. 2026
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Table 3: List of data sources, their domain and how it has been used in Step 4

Used as a source of

Source Website Field
Research or Statistics Reports Forecasts

ACM Digital Library dl.acm.org Al y n n
Al Literacy Framework ailiteracyframework.org Al n y n
APRU (Association of Pacific Rim Universities) apru.org Al n y n
BMZ Digital bmz-digital.global Al n y n
BioMed Central (BMC) bmcmedresmethodol. Al y n n

biomedcentral.com
Boston Consulting Group (BCG) bcg.com Al n y y
CLUSIT clusit.it CS n y n
ConCOVE concove.ac.nz Al n y n
Cyberability Platform (REWIRE) cyberability-platform. CS y n n

informacni-bezpecnost.cz
Digital Innovation Zone (DIZ) diz.digital CS n y n
EIT Health eithealth.eu Al n y y
ENISA enisa.europa.eu CS n y n
ETIS (Estonian Research Info System) etis.ee Al y n n
Emerald Publishing emerald.com Al y n n
Estonian Academy Publishers kirj.ee Al IoT y n n
European Data Protection Supervisor (EDPS) edps.europa.eu Al n y n
Forbes forbes.com CS n y y
Gartner gartner.com CS y y y
Google Scholar scholar.google.com Al y n n
IBM ibm.com CS y y y
IEEE Xplore ieeexplore.ieee.org Al y n n
IoT Analytics iot-analytics.com IoT y y y
LORIOT loriot.io IoT n y y
Longitudinal Expert Al Panel (LEAP) squarespace.com Al y y n
MDPI mdpi.com AL CS y n n
McKinsey & Company mckinsey.com AL CS n y y
Mordor Intelligence mordorintelligence.com IoT y n y
OECD oecd.org Al n y y
Online Journals ((JEP) online-journals.org Al y n n
Precedence Research precedenceresearch.com IoT y n y
Publications Office of the EU op.europa.eu Al n y -
ResearchGate researchgate.net AL IoT y n y
SCITEPRESS scitepress.org Al y n n
SSRN papers.ssrn.com Al y n n
ScienceDirect sciencedirect.com ToT, Al y n n
Semantic Scholar semanticscholar.org Al y n n
Springer link.springer.com Al IoT y n n
U.S. House of Representatives (Speaker.gov) speaker.gov Al n y n
UniDigital unidigital.news Al n y n
University of Sydney openjournals.library.sydney. Al y n n

edu.au
Verizon verizon.com CS y y n
Wiley Online Library onlinelibrary.wiley.com CS y n n
World Economic Forum (WEF) weforum.org Al CS n y y
arXiv arxiv.org Al y n n

DIGITAL-2021-101083531
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Architecture, Al-driven Security Operations, and Post-Quantum Cryptography. Ultimately,
maintaining meaningful human control over these systems requires a foundation of Al literacy,
Explainable Al (XAI), and human-centric security.

Cybersecurity Overview

The cybersecurity landscape for 2025-2026 marks a critical inflection point where emerging
technologies amplify both criminal capabilities and defensive opportunities [33]], necessitating
a university curriculum that transitions from reactive defense to continuous readiness [45]. At
the heart of this shift is the intersection of artificial intelligence and cybersecurity. Agentic Al
has moved from a helpful tool to the engine of modern cyberattacks [45], enabling autonomous
agents to conduct reconnaissance, move laterally, and exfiltrate data at machine speed [11].

Consequently, training the next generation of specialists requires a deep focus on Al Security
and Governance (Al TRiSM) to establish essential guardrails, provenance, and accountability
within every autonomous system [[11, 28]. This includes developing expertise in detecting
deepfakes and synthetic media, which are increasingly used to bypass biometric verification
and impersonate executives in sophisticated phishing campaigns [[11, 26].

To match the pace of Al-powered offense, students must master preemptive security models
that use Al to predict and dismantle attacks before they occur by monitoring “indicators of
intent", such as the staging of malicious infrastructure [[10} 25]]. However, technology alone is
insufficient; human-centric security remains a top priority, as human failure, whether through
mistake or manipulation, continues to play a role in 74% to 85% of all breaches [9, 27]. Educa-
tional programs should focus on reinforcing the “human layer* by embedding smarter defenses
into daily tools, automating threat responses, and building a cyber-resilient culture where em-
ployees serve as a proactive frontline of defense [9, [11].

A robust curriculum must treat Identity and Access Management (IAM) and the Identity Fab-
ric as the new perimeter [24, 22, [14]. This requires teaching phishing-resistant authentication
methods like passkeys and next-gen MFA, alongside the implementation of Zero Trust Archi-
tecture (ZTA) [24) 114, 22]. ZTA, based on the principle of never trust, always verify, is essential
for securing distributed environments and utilizes micro-segmentation to isolate sensitive data
and limit the blast radius of any potential compromise [1,14]]. These principles are particularly
vital for Small and Medium Enterprises (SMEs), which are increasingly targeted as weak en-
try points into the broader Software Supply Chain [[1,50].Managing Third-Party Risk (TPRM)
must therefore evolve toward continuous visibility, supported by technologies like the Software
Bill of Materials (SBOM) to identify vulnerabilities within interconnected ecosystems [15,122]].

Finally, academic programs cannot ignore post-quantum preparedness, as the development of
quantum computers threatens to break current asymmetric cryptography [33, 23]. Specialists
must be trained to conduct cryptographic inventories and lead the migration to Post-Quantum
Cryptography (PQC) [11, 23]. This technical expertise must be balanced with a mastery of
Privacy Engineering and Privacy-Enhancing Technologies (PETs) to navigate evolving global
regulations [15, 37]. Ultimately, training the next generation means producing leaders who
view cybersecurity as a strategic pillar for the whole business, integrating Governance, Risk,
and Compliance (GRC) into the very DNA of the organization [11} 45, [15].

Al Overview

The training of the next generation of Al specialists requires a fundamental shift in university
curricula, moving beyond traditional machine learning to address the transition from reactive
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tools to proactive agentic systems [43]. While established topics like supervised and unsu-
pervised learning remain essential, cutting-edge education must now center on the cognitive
architecture of agentic Al, which encompasses goal-oriented behavior, autonomous decision-
making, and continuous learning loops [20,17]. This paradigm shift requires students to master
prompt engineering to enhance critical thinking and operational efficiency [33, 21]. Further-
more, as GenAl systems rely on mathematical and statistical calculations to detect patterns, a
deep grounding in these fields remains the critical foundation for modern large language mod-
els (LLMs) and optimization techniques [19]. The future of the field lies increasingly at the
intersection of Al and the physical world through Physical Al, which enables systems to per-
ceive the real world and interact with it through machines and sensors [43) [17]. Universities
should integrate the study of networks and sensing technologies that allow autonomous systems
to interpret complex environments in real time [17]. This technological convergence is driving
a shift toward augmenting workers as resilient, flexible problem-solvers rather than merely re-
placing them [21}43]]. Central to this transformation is the use of digital twins, which serve as
advanced virtual representations for simulating and optimizing everything from healthcare out-
comes to industrial layouts and logistics [S1, 17, 3]. As Al deployment moves from monolithic
cloud structures toward distributed ecosystems, curricula must cover Edge and Cloud comput-
ing platforms [21, [17]. This decentralization enables data management and real-time analytics
closer to the end-user, reducing latency and enhancing privacy [17]. However, this shift also
expands the "attack surface," making advanced security, privacy, and compliance indispensable
[21} 16]. Students must be trained to identify and mitigate Al-specific cybersecurity threats,
such as prompt injection and data poisoning [8, 6]. To safeguard these systems, the use of
advanced cryptographic methods and identity verification should be taught as core components
of a robust defense-in-depth strategy [1'7, 6].

The integration of blockchain and distributed ledger technology presents innovative application
areas that are increasingly considered part of the broader Al and software regulatory landscape
[7]. These technologies can work alongside Al agents, autonomous entities capable of reason-
ing and independent action, to manage complex multi-turn tasks across business ecosystems
[43]]. Simultaneously, curricula must address Green Al and sustainability, emphasizing the de-
velopment of energy-efficient algorithms to mitigate the massive environmental footprint, in-
cluding carbon and water use, of Al infrastructure [[1'7, 21]. This includes understanding ESG
reporting and the monitoring of sustainability data, as specialists will be tasked with identify-
ing areas for improvement across the value chain [51} 21]. Innovative application areas such as
electricity grids and energy infrastructure demonstrate the practical value of these skills, where
Al optimizes the balance between renewable energy supply and fluctuating demand while en-
hancing grid stability [4, 17]. In smart farming and precision agriculture, Al enables real-time
monitoring of field conditions and automated irrigation, reducing manual labor and enhanc-
ing productivity [4, [17]. Furthermore, transportation and logistics are being revolutionized
by multi-agent systems for autonomous vehicle fleets and maritime supply chain optimization
[17, 18]. To support these ecosystems, specialized software engineering is required to auto-
mate code generation and integration with industrial platforms [21,[17]. Ultimately, university
training must foster Al literacy, a regulatory imperative that equips specialists with the critical
capacity to evaluate the reliability and ethical implications of Al outputs [36}51]. This involves
navigating markets where Al agents act as independent stakeholders in "fusion roles" along-
side humans [31, 43]. By blending technical fluency in big data analytics with durable human
skills (such as ethical reasoning, creativity, and collaborative decision-making) universities can
prepare a workforce capable of maintaining meaningful human control [S3, 43].
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IoT Overview

The future of the Internet of Things (IoT) depends on training a new generation of special-
ists who can navigate a landscape where digital intelligence is seamlessly merged with the
physical environment [48]. At the foundational level, university curricula must address Soft-
ware Engineering for IoT, acknowledging that [oT codebases often exhibit significantly higher
complexity, greater interdependence, and lower maintainability than traditional software due
to the intricate interactions between hardware and software [31) [38]]. Students should master
core hardware components, including sensors and microcontrollers like the ESP32 and STM32,
while understanding the shift from centralized Cloud Computing to distributed Edge and Fog
Computing models [48}, 146]. These edge-centric architectures are essential for Real-Time An-
alytics and reducing latency in time-sensitive applications such as autonomous vehicles and
industrial automation [52, 44].

A critical area for advanced study is the Artificial Intelligence of Things (AloT), where the
convergence of Al and 10T enables systems to move beyond simple automation to autonomous
decision-making and predictive capabilities [32, 38]]. This includes leveraging Big Data An-
alytics to manage the zettabytes of data generated by billions of devices to detect anomalies
and optimize processes in real time [29, 52]]. Furthermore, specialists must be proficient in
Digital Twins, using sensor-driven virtual models to simulate, monitor, and optimize physical
assets like wind turbines or entire production lines [46,44]]. Mastery of Connectivity Standards
is also vital, requiring an understanding of both high-bandwidth 5G networks and low-power,
long-range technologies like LoRaWAN to support diverse deployment needs [32, 38].

IoT Security Fundamentals and Advanced Security, Privacy & Compliance must be central to
any specialized program [35, 52]. Given the resource constraints of many devices, students
need expertise in Lightweight Cryptography [35,49]], robust Identity and Access Management
(IAM) [52]], and the principles of Zero Trust Security [52, 49]. The integration of Blockchain
and Distributed Ledger Technology offers trending solutions for ensuring data integrity and se-
curing device-to-device transactions without relying on centralized authorities [52} 32]]. These
security measures are paramount as the attack surface expands through the proliferation of
insecure devices and sophisticated botnets like Mirai [[13}, [34].

The curriculum should also reflect the growing importance of Green IoT and Sustainability
[2,15]. Training must include Energy Harvesting and Management techniques to extend device
longevity and reduce environmental impact [38,,47]], aligning IoT deployments with the United
Nations Sustainable Development Goals (SDGs) [2,44]]. This extends to ESG (Environmental,
Social, and Governance) reporting, as IoT provides the tools to measure and manage corporate
sustainability targets [32, 2. In the industrial sector, the focus is evolving from Industrial [oT
(IToT) within Industry 4.0 to the human-centric, resilient paradigm of Industry 5.0, emphasizing
sophisticated collaboration between humans and intelligent machines [48, 44].

Finally, specialists must understand the Market Dynamics and Business Ecosystems across
trending application areas [ 42]]. This includes Smart Cities, where 1oT manages traffic,
waste, and energy distribution [2, 40, 41]]; Smart Homes and Buildings focused on comfort and
energy efficiency [52, 29, 39| 30]; and Transportation and Logistics for real-time fleet man-
agement and safety [J5, 52, 34, 42]]. Other critical areas include Smart Farming and Precision
Agriculture, which uses soil and weather sensors to optimize resource use [2, 52, 46, 39, 41],
and the development of intelligent Electricity Grids and Energy Infrastructure for dynamic
demand management [ 35, 29, 42, 39]]. By combining these technical foundations with real-
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world application knowledge, universities can effectively prepare professionals for the complex
and rapidly expanding IoT ecosystem [48| 46, 41]].

Comparison of results and insights to past editions (D3.3 and D3.1)

The fourth-year results reflect a transition toward autonomous systems, proactive defense, and
environmental sustainability across all three domains.

The identification of Al topics has matured from foundational algorithm modeling, machine
learning (ML), and basic natural language processing (NLP) in the project’s first year. While
the second and third iterations introduced Generative Al, LLMs, and federated learning to
address privacy concerns, the current edition focuses on the autonomous and ethical frontiers
of the field. Key new priorities include Adversarial Al Expertise (protecting models from
data poisoning and evasion), Agentic Al for autonomous task execution, and Explainable Al
(XAI) to ensure transparent decision-making. Furthermore, there is a definitive shift toward
institutionalized ethics, with a strong focus on compliance with the EU Al Act and GDPR.

In the CS domain, research findings have moved beyond the traditional risk management, net-
work fundamentals, and vulnerability management emphasized in D3.1. The second and third
years documented the rise of Zero Trust Architecture as an industry "gold standard" and ex-
panded focus into supply chain attacks and geopolitical risks. The current iteration refines these
concepts into highly specialized, human-centric strategies, prioritizing Third-Party Risk Man-
agement (TPRM), Identity and Access Management (IAM), and Deepfake Detection. This rep-
resents a shift from simply protecting technical infrastructure to defending the "human layer"
and managing complex external dependencies through technologies like Software Bill of Ma-
terials (SBOM) and Privacy-Enhancing Technologies (PETsS).

IoT results demonstrate a significant shift from the foundational technical connectivity and
communication protocols (such as MQTT and CoAP) analyzed in early editions. While D3.3
and D3.4 expanded into various "smart" fields, including smart cities, homes, and building au-
tomation, the current edition consolidates these into a more holistic industrial and environmen-
tal strategy. The focus has transitioned toward Industry 5.0 and Green IoT, introducing topics
like ESG (Environmental, Social, and Governance) Reporting and Energy Harvesting. This
evolution indicates that the industry is moving beyond device connectivity toward addressing
the long-term societal impact and energy efficiency of massive [oT ecosystems.

2.5 Step S - Investigate market needs

The current edition of the analysis complements questionnaires, shared among the partners’
network of contacts (as in D3.3) and online (following D3.4), with a more general investigation
(as done in D3.1): we identified a set of reports indicating current industry needs (from January
2025 onward) and used these data to validate the results obtained in Step 4. In practice, we
verified whether the reported needs matched the topics, technologies, and application areas
indicated in the questionnaires and assigned them a lower weight than the actual responses. In
the questionnaires, we also asked whether developing skills in the three domains supported by
MERIT (e.g., Al skills in the CS enterprises questionnaire) would lead to a salary increase and,
if so, the estimated amount.

Al questionnaires discussion

The Al questionnaire was filled out by 9 companies operating in Al services, Energy, R&D,
Engineering, interior design, on Trustworthy Al or more general IT services.
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The survey responses indicate a robust and growing integration of Artificial Intelligence across
various industrial sectors, with a particularly strong emphasis on cybersecurity and opera-
tional optimization. Currently, companies are most active in deploying predictive analytics
for anomaly detection and malware recognition, alongside establishing rigorous policies for
ethical Al use and compliance with regulations such as the GDPR and the Al Act. There is also
a significant current footprint in education and professional training, reflecting a broad insti-
tutional commitment to Al literacy. However, while foundational tools like automated quality
control and process optimization are well-established, more specialized applications, such as
Explainable Al (XAI) and Al-driven Security Operations Centers (SOC), are predominantly
viewed as medium-term goals to be realized within the next one to two years.

Looking toward future trends, the data highlights a clear strategic shift toward more proactive
and resilient Al frameworks. There is substantial interest in developing expertise in adversarial
Al to protect models from data poisoning and evasion attacks, as well as an increasing focus on
Edge Al for securing IoT ecosystems. While sectors like healthcare, finance, and autonomous
driving currently show lower adoption rates, they are identified as key areas for upcoming
technological expansion. Interestingly, the transition to these advanced roles may not yet be
fully reflected in compensation strategies, as most companies report modest or no immediate
plans for significant salary increases for employees gaining these specialized skills. Overall,
the findings suggest an industry in transition, moving from general Al implementation toward
highly specialized, secure, and ethically-governed autonomous systems.

In the early phases of the project, industry requirements primarily centered on establishing
core competencies in machine learning, big data processing, and cloud technologies. By the
third year, while foundational tools like automated quality control and process optimization
were stabilizing, a significant portion of surveyed organizations still did not leverage advanced
expertise such as Al-driven Security Operations Centers (SOC) or Al for IoT security. The
current results mark a definitive shift as predictive analytics for anomaly detection and mal-
ware recognition have moved from forecasted topics into active deployments. Furthermore,
specialized applications like Explainable Al (XAI) and Al-driven SOCs, previously identified
as major gaps, are now formalized as priority implementation goals for the next one to two
years.

Al ethics has transitioned from a theoretical learning outcome for graduates into a critical op-
erational requirement for the industry. While earlier iterations of the project identified ethical
governance as a necessary “soft skill” or a broad prioritized topic for transparent development,
the current landscape shows organizations moving beyond mere intent. Companies are now
actively establishing rigorous ethical Al policies and governance frameworks specifically de-
signed to ensure compliance with emerging regulations, most notably the GDPR and the EU
Al Act. This maturation reflects an industry-wide recognition that transparency, accountabil-
ity, and the mitigation of bias are foundational to the trustworthy deployment of autonomous
systems.

Adversarial and Edge Al The current strategic focus on adversarial Al and Edge Al represents
a direct response to the sophisticated threats identified in previous research, such as the rise of
data poisoning and evasion attacks. As Al-generated attacks have become a standalone orga-
nizational threat, the industry is increasingly seeking expertise to build resilient autonomous
systems capable of defending themselves. This shift is further characterized by the rise of
“Agentic AI", which enables autonomous decision-making and task execution, alongside an in-
creasing reliance on Edge Al to secure decentralized [oT ecosystems by processing data locally
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and reducing latency.

Although sectors such as healthcare, finance, and autonomous driving previously reported low
rates of Al adoption in project surveys, they have now been identified as the primary fields for
upcoming technological expansion. However, the transition toward these advanced roles faces
a persistent challenge regarding the recruitment and retention of specialized talent. Despite the
documented talent shortages and supply-to-demand imbalances, such as the 1:1 or 0.6:1 ratios
tracked in global trend reports, current compensation strategies have not yet fully adjusted to the
market reality. Most companies continue to report only modest or no planned salary increases
for employees who acquire these high-level technical skills, highlighting a potential bottleneck
for future growth.

Al general inquiry

The more general investigation includes 27 reports: 7 from consulting & advisory firms (De-
loitte, Gartner and McKinsey & Company); 10 from technology Platform & software vendors
such as NVIDIA and OneTrust; 6 from professional services, legal firms & digital agencies
such as Mayer Brown and AlphaBOLD; and 4 from research, industry media & educational
platforms (e.g., Market.us).

To address current industry skills and knowledge gaps, the sources emphasize a critical need
for widespread Al literacy and foundational digital fluency across all workforce levels, from
general employees to executives. Beyond basic awareness, there is a significant demand for
expertise in Al governance, ethics, and regulatory compliance, particularly to navigate the re-
quirements of the EU Al Act. Technical gaps are most pronounced in Machine Learning,
Data Science, and Al engineering, where the shortage of specialists capable of developing and
managing complex models directly hinders industrial innovation. Additionally, cybersecurity
knowledge specific to Al is increasingly vital to protect sensitive data and resilient infrastruc-
tures from emerging Al-powered threats.

Regarding specific technologies and application areas, industry must prioritize skills in Gen-
erative Al (GenAl) and LLMs, which are currently driving the bulk of new use cases in the
enterprise. Knowledge of Agentic Al (autonomous agents) and Physical Al (robotics and
IoT) is becoming essential as companies move toward systems that can reason and act in-
dependently in both digital and material environments. These capabilities are most needed
in technology-intensive sectors such as Information Technology, Financial Services, Manu-
facturing, and Healthcare, but are also crucial for the Renewable Energy sector and Public
Administration to achieve decarbonization goals and alleviate labor shortages through automa-
tion. In scientific fields, domain-specific Al models are required to accelerate breakthroughs in
materials science and biotechnology.

IoT questionnaires discussion

The IoT questionnaire was filled out by 11 companies operating in software engineering, R&D,
and specialized manufacturing sectors.

Although a small portion of respondents currently utilize Artificial Intelligence of Things
(AIoT), nearly all anticipate its adoption within the next one to two years. This shift is mirrored
by a significant emphasis on advanced security, privacy, and compliance, which are viewed as
critical future requirements for maintaining the long-term viability of IoT deployments.

In terms of application areas, Industrial IoT (IIoT) and manufacturing remain the most mature
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domains, with the highest current adoption rates among the respondents. However, there is
growing interest in expanding into Smart Cities and Healthcare (IoMT), though these areas
are presently characterized by higher levels of uncertainty or projected future implementation
rather than current operation. Data management and real-time analytics also stand out as core
pillars of existing and future strategies, highlighting a continuous need for expertise in handling
high-velocity data streams.

The industry’s commitment to these technological shifts is further evidenced by a willingness to
invest in human capital. Most participating organizations expressed an openness to providing
salary increases, typically ranging from 3% to 8%, for employees who acquire specialized
skills in cybersecurity and artificial intelligence. This suggests that the regional skill gaps
identified, particularly in edge computing, AloT integration, and advanced security, are not
only technological hurdles but also clear opportunities for professional development within
the framework of the MERIT master programme. One respondent specifically noted that the
convergence of edge computing and security in the context of smart cities remains a crucial
frontier for future exploration.

IoT general inquiry

The more general investigation includes 8 articles from EU institutions (EC and think tank),
global law firms, and market research and analyst firms.

Articles highlight a critical need for expertise in interoperability and data portability, to over-
come the organizational and operational hurdles companies face when migrating between data
processing services. Technical skills in developing standardized, machine-readable data for-
mats and Application Programming Interfaces (APIs) are also needed to satisfy the “access
by design” requirements of new regulations like the EU Data Act. Furthermore, a significant
knowledge gap exists regarding the rapidly evolving regulatory landscape, specifically for the
Cyber Resilience Act, the Al Act, and the Data Act, which impose strict compliance and inci-
dent reporting obligations on manufacturers of “products with digital elements”.

In terms of application areas and technologies, the data identify a specific lack of technical ex-
pertise among farmers as a barrier to the adoption of smart farming and precision agriculture.
There is a growing demand for knowledge in integrating Al, 10T, and robotics into farming
operations to enhance resource management and sustainability. Additionally, the moderniza-
tion and digitalization of electricity grids require specialized knowledge to handle intermittent
renewable energy sources and to implement smart grid technologies. Key technology areas
requiring focus include 5G, LoRaWAN, and blockchain to secure agricultural value chains and
support large-scale IoT deployments.

Cybersecurity questionnaires discussion

The CS questionnaire was filled out by 5 companies operating in advanced manufacturing
R&D, mechanical Engineering, fintech, and interior design.

Although no companies have fully deployed a Zero Trust Architecture (ZTA) yet, four identify
it as their priority for implementation within the next one to two years. This shift is comple-
mented by a growing focus on Incident Response and Resilience (three companies), as well as
Al Security and Governance (two companies), as respondents look to manage the risks associ-
ated with Al-enhanced cyberattacks and model trustworthiness.

In terms of technologies, three companies intend to implement Zero Trust Micro-segmentation,
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Software Bill of Materials (SBOM), and Privacy-Enhancing Technologies (PETs) in the near
future. Three respondents indicated they have no current plans to implement specialized Oper-
ational Technology (OT) Security monitoring systems.

Regarding application areas, four companies view Critical Infrastructure and Al Ecosystems
as vital fields for future cybersecurity expertise. Additionally, three companies identified Man-
ufacturing (Industry 4.0), Cloud Environments, and the Human Layer (workforce and digital
identity) as key areas for future growth. Four companies reported no planned focus on the
Finance, Banking & Fintech or Healthcare and Medical Systems sectors.

Finally, regarding compensation, three companies do not yet offer a salary increase for employ-
ees who develop additional Al expertise, though one company is prepared to offer a significant
increase of 9% to 12%. Incentives for [oT skills are similarly fragmented, with one company
offering less than 3% and another offering up to 12%.

The current questionnaire results reflect a significant evolution in market maturity and special-
ization compared to the first three years of the project. While early editions focused on broad
technical domains, the fourth-year findings highlight a shift toward proactive resilience, Al
governance, and the human element of security.

The focus ZTA has remained a constant pillar throughout the project, but its application has
matured. In the first year (D3.1), ZTA was identified as an emerging “gold standard®“. By
the second and third years (D3.3 and D3.4), adoption rates stabilized, with approximately half
of the surveyed organizations (8/15 in D3.4) supporting Zero Trust principles. The current
results show that while full deployment is still a work in progress, it remains the primary
implementation priority for organizations over the next two years. Furthermore, the growing
focus on Incident Response and Resilience and Al Security and Governance reflects a transition
from the general “Al-based cybersecurity systems* discussed in D3.3 toward managing specific
risks like Al-enhanced attacks and model trustworthiness.

Current technological priorities show a move toward highly specialized tools for transparency
and privacy. The intent to implement Software Bill of Materials (SBOM) and PETs represents a
technical maturation of the “software supply chain* and “data protection* concerns emphasized
in D3.4. In contrast, earlier editions prioritized broader tools like SOAR and SIEM platforms,
which organizations in D3.1 felt underprepared to manage. A notable divergence in the current
data is the lack of plans for Operational Technology (OT) Security monitoring, whereas earlier
editions like D3.3 saw 4/10 organizations actively leveraging OT protection as part of their
daily operations.

The application areas prioritized in the fourth year consolidate the “interconnected ecosystem*
focus identified in D3.4. The identification of Al Ecosystems and the Human Layer (workforce
and digital identity) as vital growth fields aligns with the “human-factor in security* consis-
tently reported as a top concern by CISOs in previous years. However, there is a surprising shift
regarding sectors: while D3.4 highlighted Healthcare as one of the most critical and affected
areas for cybersecurity knowledge, four companies in the current survey report no planned fo-
cus on Healthcare or Finance. Finally, the current edition provides more granular insights into
compensation, tracking specific salary increases (up to 12%) for Al and IoT expertise, a level
of economic detail not extensively captured in the earlier qualitative assessments of the skills

gap.

Cybersecurity general inquiry
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The more general investigation includes 39 reports: 13 from EU agencies and institutions
(ENISA, the European Commission, and Eurostat) and from the EU-funded initiative LEADS
x 2030; 4 from national authorities (Centre for Cybersecurity Belgium and the Italian Clusit); 3
from the World Economic Forum; 8 publications from Gartner, PwC, Ernst & Young, and For-
rester; 7 analyses from technology and cybersecurity vendors (IBM, SOPHOS, and Recorded
Future); 4 from Statista and DataReportal reports.

To address current industry skills and knowledge gaps, reports indicate to prioritise data man-
agement and governance, operational resilience, third-party and supply chain risk management,
and incident response. Mastering foundational security, including identity and access manage-
ment, network segmentation, and vulnerability management, remains a critical requirement for
narrowing the gaps that adversaries exploit. Furthermore, there is a rising demand for pro-
fessionals capable of navigating complex regulatory environments while translating technical
vulnerabilities into clear business-level risks for leadership.

Key cybersecurity technologies needed to close these gaps include Al and machine learning for
automated threat hunting and anomaly response, cloud-native application protection platforms
(CNAPP), and zero-trust architectures. Proactive measures such as preemptive cybersecurity
(including advanced cyber deception), confidential computing, and threat-informed vulnera-
bility management (TVM) are also becoming essential for maintaining resilience against so-
phisticated attacks. Additionally, organizations must begin establishing foundations for post-
quantum cryptography and immutable backup systems to ensure long-term data integrity and
recovery.

The application areas most in need of these advanced skills and technologies are cloud secu-
rity, which is a primary investment priority due to growing reliance on cloud infrastructure,
and Operational Technology (OT) security, as IT and OT systems continue to converge in the
manufacturing, energy, and transportation sectors. Other critical application areas include mar-
itime and space cybersecurity, the protection of healthcare systems from ransomware, and the
deployment of specialized managed security services to help organizations scale their defensive
capabilities in a rapidly shifting geopolitical landscape.

2.5.1 Roles of AI-CS and Al-IoT

The integration of Al into CS and the IoT has evolved from experimental applications to critical
strategic pillars for industrial resilience. This section details the transformative roles, specific
market metrics, and emerging professional profiles identified in the latest research cycles.

Al in Cybersecurity: The Shift to Agentic Defense

Current analysis indicates a paradigm shift from reactive, tool-based security to proactive, au-
tonomous operations.

* Proactive Agentic AI: Moving beyond traditional machine learning, the focus is now
on "Agentic Al", autonomous systems capable of goal-driven tasks such as real-time
intrusion prevention and automated security audits.

* Adversarial Defense: There is an urgent need for specialists to defend against the rapid
increase in Al-generated attacks (noted as a 125% rise in recent years). This role involves
securing the Al data pipeline from evasion attacks and data poisoning.

* Economic Impact of Zero Trust: Implementation of Zero Trust architectures has shown
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a 50% reduction in successful cyberattacks, yielding average savings of over $1.7 million
per data breach incident.

* Post-Quantum Preparation: Emerging priorities now include establishing foundations
for post-quantum cryptography to ensure long-term data integrity against future decryp-
tion capabilities.

Alin IoT (AIoT): Industry 5.0 and Sustainability

The convergence of Al and IoT (AloT) is shifting toward human-centric manufacturing and
environmental accountability.

* Industry 5.0 Paradigm: While previous efforts focused on Industry 4.0 automation, the
current focus is Industry 5.0, emphasizing sophisticated collaboration between humans
and intelligent machines.

* Green IoT and ESG: A new critical role involves auditing the energy footprint of mas-
sive IoT deployments to meet decarbonization goals and ESG (Environmental, Social,
and Governance) compliance.

* Edge Computing Optimization: Specialists are increasingly tasked with deploying
"Edge AI" to process data locally on devices, which is essential for real-time decision-
making in Smart Cities and Renewable Energy grids.

* IT/OT Convergence: The convergence of Information Technology (IT) and Operational
Technology (OT) is a primary investment priority, particularly in the manufacturing, en-
ergy, and transportation sectors.

Summary of Key Market Insights

To guide the development of specialized master programs, the following high-level trends have
been identified:

* Investment Trends: Major technology firms have pledged significant combined invest-
ments (estimated at $30 billion) over the next five years to strengthen global cybersecurity
infrastructure.

* Collaborative Intelligence: Public-private partnerships have increased by roughly 60%,
leading to a 40% improvement in real-time threat intelligence sharing.

* Emerging Sectors: High-growth application fields now include Maritime and Space
Cybersecurity, Healthcare diagnostics, and Public Administration automation.

* SKkill Shifts: There is a transition toward highly specialized roles such as Al Ethics Evalu-
ators, SBOM (Software Bill of Materials) Managers, and Digital Sovereignty Architects.

Evolution of AI Topics, Skills, and Application Fields

The following table presents a comparative analysis across the different iterations of the project
methodology.
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Table 4: Comparative Analysis of Al Evolution

Category Previous Phase Current Phase

Core Explainable AI (XAI), Agentic Al, Multi-agent

Technologies Federated Learning, and systems, and  Post-
LLM automation. quantum Cryptography.

Primary Al-enhanced threat detec- Industry 5.0 (Human-

Focus tion and automated secu- Machine Collaboration)
rity operations. and Green IoT Sustain-

ability.

Critical Smart Manufacturing, Fi- Critical Infrastructure

Applications  nancial Systems, and Re- (OT), Maritime, Space,
tail. and Renewable Energy.

New Al Literacy, Prompt En- SBOM Management,

Skill Needs gineering, and Adversarial GRC for Al, and Energy
Al security. Footprint Auditing.

2.6 Step 6 - General summary of Al, CS and IoT results

In the following we report the sets of Al, CS and IoT topics, technologies and the related
application areas. The list includes all responses firming the current or future needsby at least
half of the respondents, and the results of the general inquiryﬂ

Step 6 aims to generate a summary of required Al, CS and IoT technologies and skills/topics
by considering both the data analysis (Step 4) and industry questionnaires (Step 5).

Artificial Intelligence

Results highlight the need to know the following topics, technologies and areas of application
in the Al domain:

To.7 Large Language Models (LLMs) in Cybersecu-
rity: Tools for detecting fraud, social engineer-
ing, and analyzing threat intelligence.

To.1 Predictive analytics, anomaly detection, mal-
ware recognition, and intrusion prevention.

To.2 Phishing simulation, automated security audits,

adversarial attack simulation. To.8 Anomaly detection, privacy-preserving solu-

tions like federated learning, and securing IoT
ecosystems.

To.3 Al-Enhanced Incident Response: Automated re-
mediation tools and post-incident analysis.

To.4 Adversarial Al Expertise: Protecting AI models
from data poisoning, evasion attacks, and adver-
sarial manipulations.

To.5 Explainable Al (XAI): For transparent, ethical,
and understandable automated cybersecurity de-
cisions.

To.9 Autonomous agents for adaptive cybersecurity
workflows and automated threat simulations.

To.10 Simulating and optimizing IoT system security
with Al-powered digital replicas.
To.11 Policies and training for ethical Al use and com-

To.6 Al-driven SOC (Security Operations Center). pliance with regulations like GDPR or Al Act.

"We considered the maximum between the number of current and future needs highlighted (for specific topics,
technologies or areas), sum the number of results from the general inquiry confirming that need and divide by 2.5.
Then select those with a value of 4.8. Those numbers were selected to filter out the data that, based on both the
survey responses and our own experience, we deem less important to fill current and future industry gaps.
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To.12 Al-driven optimization and predictive mainte- To.14 Large Language Models (LLMs) for Cyber-

nance for industrial processes. Threat Intelligence (fraud detection, threat an-
To.13 Quantum AI & Quantum-Resistant Security alytics).
(risk mitigation).
Te.l Al in Financial Systems: Risk management making, and automation expertise.
tools, fre.lud detection, and Al-powered financial Te.7 Ethical AI Implementation: Policies and frame-
forecasting. . .
works ensuring fairness, transparency, and com-
Te.2 Al in Healthcare: Al-powered diagnostics, per- pliance.
f;?ihzed medicine, and patient monitoring sys- Te.8 Edge Al for IoT Security:Real-time decision-

making and anomaly detection at the device
Te.3 Al for Environmental Sustainability: Applica- level.
tions like smart grid optimization, resource man-

. . Te.9 Al-Enhanced Vulnerability Scanning: Proactive
agement, and energy consumption reduction.

identification and prioritization of system weak-
Te.4 Tools for automated quality control, predictive nesses.

maintenance, and process optimization. . . .
P P Te.10 AI-Driven SOC Automation: Automating log

Te.5 Multi-Agent Systems for Cybersecurity: Dis- analysis, risk assessment, and threat prioritiza-
tributed Al systems collaborating for threat de- tion.

tection and response. Te.11 Generative Al Technologies: LLMs for phishing

Te.6 Training for AI-Cybersecurity Skills: Pro- detection, synthetic data generation, and adver-
grams for building Al literacy, ethical decision- sarial simulations.
A.1 Public administration; A4 *Financial Systems;

A.2 Information Technology (IT);
A.3 *Education and Professional training; A.5 *Healthcare & Medical Systems.

* indicates areas included even though they are not supported by the questionnaire responses,
but taking into account the overall analysis and their market value.

The transition of Al topics from early project iterations to the fourth edition reflects a signifi-
cant move from foundational machine learning toward specialized, defensive, and autonomous
cybersecurity operations. In the first year (D3.1), Al topics were limited to general “algorithm
modeling* and “machine learning“. By the second and third years (D3.3 and D3.4), the focus
shifted toward “Generative Al tools* and the dual nature of “Cyber AI* as both a threat and a
defense. The current fourth-edition output further matures these concepts by prioritizing highly
granular security tasks, such as Adversarial Al Expertise (protecting models from data poison-
ing) and LLMs for Threat Intelligence, while also formalizing compliance with the EU Al Act
and GDPR as a core training topic.

The technological shifts in Al reveal an increasing emphasis on automation, edge integration,
and proactive defense systems. Early editions prioritized backend “Big Data tools* like Hadoop
and Spark to support Al processing. While D3.4 introduced “Agentic Process Automation* and
“Al-driven SOCs* as emerging trends, the fourth edition now lists AI-Driven SOC Automation
and Al-Enhanced Vulnerability Scanning as primary technologies. Furthermore, the current
iteration elevates Edge Al for [oT Security and Multi-Agent Systems to standalone priorities,
responding to the industry’s need for real-time, decentralized threat detection first identified as
a gap in D3.4.

Finally, the definition of AI application areas has consolidated from broad industrial experi-
mentation into five high-impact, regulated sectors. D3.1 initially identified 10 diverse areas,
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including retailing and agriculture. Although D3.3 and D3.4 tracked a temporary lack of active
Al leverage in sectors like healthcare and finance, they predicted these would become primary
expansion targets. The fourth edition confirms this strategic narrowing, focusing on Public Ad-
ministration, I'T, Education, Financial Systems, and Healthcare. This reflects a maturation of
the curriculum to address sectors with the most urgent needs for Trustworthy Al and specialized
security frameworks.

Internet of Things

Results highlight the need to know the following topics, technologies and areas of application
in the CS domain:

To.l Advanced Security, Privacy & Compliance; To.7 Industrial IoT (IIoT) & Industry 5.0;

To.2 Artificial Intelligence of Things (AloT); To.8 IoT Security Fundamentals,

To.3 Data Management & Real-Time Analytics; To.9 Market Dynamics & Business Ecosystems;
To.4 Digital Twins; To.10 Software Engineering for IoT;

To.5 Edge, Fog & Cloud Computing; To.11 ESG and Corporate Sustainability Reporting;
To.6 Green [oT & Sustainability; To.12 Connectivity Standards (5G and LoRaWAN).
Te.l AloT (Artificial Intelligence of Things); Te.5 Digital Twins;

Te.2 Big Data Analytics; Te.6 Edge & Fog Computing;

Te.3 Blockchain & Distributed Ledger; Te.7 Energy Harvesting & Management;

Te.4 Cloud Computing Platforms; Te.8 IoT Security & Cryptography.

A.1 Industrial IoT (IloT) & Manufacturing; A.4 Transportation & Logistics;

A.2 Smart Cities; A.5 Electricity Grids and Energy Infrastructure;
A.3 Smart Homes & Buildings; A.6 Smart Farming and Precision Agriculture.

It is also recommended to have a basic understanding of robotics.

The evolution of IoT topics reflects a clear shift from the broad Network Fundamentals and In-
dustrial Automation identified in the first year to a highly specialized focus on Advanced Secu-
rity, Privacy, and Compliance. While earlier iterations like D3.1 and D3.3 centered on Industry
4.0 and basic security protocols, the current edition formalizes Industry 5.0 and introduces ESG
and Corporate Sustainability Reporting alongside Green IoT. This maturation indicates that the
industry has moved beyond simply connecting devices to addressing the long-term societal and
environmental impacts of those connections. Furthermore, the inclusion of Market Dynam-
ics and Business Ecosystems suggests a transition from purely engineering-focused curricula
toward a comprehensive understanding of the IoT value chain.

The technological shifts tracked this year highlight the consolidation of AloT (Artificial Intel-
ligence of Things) and Digital Twins as core pillars of the curriculum. In the first project years,
Digital Twins were often treated as emerging tools, but by D3.3 and D3.4, they were already
adopted by half of the surveyed organizations as a means to optimize processes and enhance
security. The current technology list also elevates Blockchain and Distributed Ledger from a
“forecasted” interest to a formal priority, responding to the need for secure supply chain in-
tegrity and firmware updates first identified in D3.4. A novel addition in this edition is Energy
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Harvesting and Management, which provides the technical foundation for the aforementioned
Green IoT initiatives.

The definition of IoT application areas has consolidated into critical infrastructure and high-
efficiency sectors, moving from general smart buzzwords to specific operational domains.
While D3.1 and D3.3 explored a wide range of smart fields, including smart cities, homes,
and grids, the current edition narrows these into Industrial IoT and Manufacturing, Electricity
Grids and Energy Infrastructure, and Smart Farming and Precision Agriculture. This alignment
reflects a strategic focus on sectors with high economic impact and urgent needs for digital
resilience. Additionally, the explicit recommendation for a basic understanding of robotics
bridges the gap between IoT and autonomous systems, mirroring the rise of the “Future of
Robotics™ as a top innovation trend with high demand for software and data expertise.

Cybersecurity

Results highlight the need to know the following topics, technologies and areas of application
in the CS domain:

To.l Human-Centric Security & Social Engineering  To.7 Network Defense & DDoS Mitigation;
Defense; To.8 IoT, OT, and Critical Infrastructure Security;
To.2 Identity and Access Management (IAM); . . .

To.9 Preemptive Security & Threat Intelligence;
To.3 Supply Chain & Third-Party Risk Management

(TPRM); To.10 Cloud Security & Infrastructure;
To.4 Incident Response (IR) and Resilience; To.11 Regulatory Compliance & Policy Navigation;
To.5 Zero Trust Architecture (ZTA); To.12 Post-quantum cryptography;
To.6 Data Security & Privacy Engineering; To.13 Digital Sovereignty & Geopatriation.
Te.l Al-Powered Defense & Agentic Al Te.7 Software Bill of Materials (SBOM);
Te.2 Deepfake Detection; Te.8 Cyberstorage & Immutable Backups
Te.3 Post-Quantum Cryptography (PQC) Te.9 Privacy-Enhancing Technologies (PETS)

Te.4 Zero Trust Architecture & Micro-segmentation 1. 10

Te.5 Next-Gen MFA & Passkeys

Threat Intelligence & Deception Platforms;

Te.11 Cloud-native application protection platforms

Te.6 SIEM & SOAR Platforms; (CNAPP).
A.1 Critical Infrastructure & Operational Technol- A.5 Cloud Environments & Virtual Infrastructure;
ogy (OT);
A.2 Manufacturing & Industry 4.0; A.6 The Human Layer (Workforce & Digital Iden-
’ tity);

A.3 Artificial Intelligence (AI) Ecosystems;
A.4 Software Supply Chain & Third-Party Vendors; A.7 Government & Defense Industrial Base.

It is also recommended to be able to “speak to the leadership™: i.e., translate vulnerabilities into
clear financial and reputational risks for executive boards.

The evolution of key topics across the project editions demonstrates a shift from broad techno-
logical foundations toward highly specialized, human-centric, and proactive security strategies.
While early iterations like D3.1 established fundamental pillars such as Zero Trust Architec-
ture and basic incident management, later editions like D3.3 and D3.4 began to prioritize the
“human-factor* in security, specifically addressing social engineering and phishing as core or-
ganizational vulnerabilities. The fourth edition further matures these concepts by formalizing
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Human-Centric Security and Third-Party Risk Management (TPRM), reflecting a transition
from managing internal technical blocks to defending against complex external dependencies
and psychological attack vectors.

The technological shifts tracked through the methodology reveal an increasing reliance on au-
tomation and autonomous Al-driven defense. In the first year, organizations identified SIEM
and SOAR platforms as highly desired but underutilized additions. By the second and third
years, the focus pivoted sharply toward Generative Al and automated SOC operations, with
D3.4 highlighting the rise of Agentic Al—systems capable of autonomous decision-making
and task execution. The current iteration elevates Deepfake Detection and the Software Bill of
Materials (SBOM) to standalone priorities, responding to the 125% increase in Al-generated
attacks and the critical need for transparency in the software supply chain identified in previous
findings.

The definition of application areas and ecosystems has expanded from specific industrial use
cases to interconnected global environments. Initial analyses in D3.1 focused on critical infras-
tructure such as airports and waste recycling systems. The scope broadened in D3.3 to include
a wide range of “smart“ fields, including smart homes, cities, and energy grids. By D3.4 and
the current edition, the focus has consolidated into complex, high-stakes environments like the
Al Ecosystem, the Human Layer (encompassing workforce digital identity), and the Defense
Industrial Base, reflecting a strategic need to secure the entire data space and its human partic-
ipants against sophisticated geopolitical and technical risks.

2.7 Step 7 - Strategic Synthesis and Alignment of Advanced Digital Com-
petencies

Step 7 leverages the vision of MERIT Universities for their students (ref. to Step 2), the Scopus
database and the expertise of the consortium members to prioritise the topics, technologies
and application areas from Step 6 in order to update MERIT master programs and related
activities. In this step, we also verify the coverage of recommended topics in MERIT courses,
and highlight the soft skills that MERIT universities should incentivise. Data is compared with
past analyses.

Each of the tables below aggregates Step 6 results to provide a high-level overview of the
content within the three domains, covering the expertise and skills to acquire, the topics and
application areas to study and the technologies to master. “X1” indicates the data in line with
Step 2 desiderata, “X2” those deemed relevant from the Scopus database investigation.

By investigating the expertise and topics, technologies and application areas and skills using
the Scopus database [16] in the past five years via specific query parameters (ref. to Appendix
A), we can observe in Figure 2] a persistent and growing interest in the cybersecurity of critical
infrastructures (CS_To8, 4654.1 slope value); cybersecurity in manufacturing (CS_A.2, 2237.6
slope) and deepfake detection among technologies (CS_Te2, 658.7 slope).

Considering the IoT domain (Figure [3)), a similar interest is found in IoT privacy and compli-
ance (IoT_Tol, 11215.7 slope); digital twins technologies (IoT_Tol, 10664.4 slope) and the
smart cities and transportation application domains (respectively, [oT_A.2 with 7230 slope,
and [oT_A.4 with 6340.8 slope) )

Regarding the AI domain, Figure [ highlights three persistently growing trends: three tech-
nologies, Al_Te.4 (34275.9), Al_Te.5 (32810) and AI_Te.6 (31782.8), the topic Al_To.13
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Table 5: Aggregated and prioritised list of CS results

Adaptive Identity &
Human-Centric Defense

Expertise & Topics:
- Designing workflows that mitigate Human-Centric Security & Social Engineering threats (X1).
- Managing complex Identity and Access Management (IAM) systems.

Technologies: Deploying Deepfake Detection (X2) to counter synthetic media attacks.

Application Area: Focuses primarily on the Human Layer (Workforce & Digital Identity).

Zero Trust & Critical
Infrastructure Architecture

Expertise & Topics:

- Mastering Zero Trust Architecture (ZTA).

- Network Defense & DDoS Mitigation to protect IoT, OT, and Ceritical Infrastructure Security (X1, X2).
- Cloud Security & Infrastructure (X1).

Technologies: Implementing Cloud-native application protection platforms (CNAPP).

Application Areas:

- Protecting Critical Infrastructure & OT (X1).

- Manufacturing & Industry 4.0 (X1, X2).

- Cloud Environments & Virtual Infrastructure (X1).
- The Government & Defense Industrial Base.

Autonomous Cyber-Ops
& Resilience

Expertise & Topics:
- Integrating Threat Intelligence into Incident Response (IR) and Resilience workflows (X1).

Technologies:

- Al-Powered Defense & Agentic Al for automated response (X1).
- SIEM & SOAR Platforms for orchestration.

- Threat Intelligence & Deception Platforms.

Application Area: Al Ecosystems.

Quantum-Ready Privacy
& Data Persistence

Expertise & Topics:
- Applying Data Security & Privacy Engineering principles to protect sensitive assets (X1).

Technologies:

- Confidential Computing for data-in-use protection.

- Post-quantum cryptography to stay ahead of future decryption threats.
- Immutable backup systems for disaster recovery.

Ecosystem Integrity
& Compliance Governance

Expertise & Topics:
- Managing Supply Chain & Third-Party Risk Management (TPRM) (X1).
- Ensuring compliance with frameworks like the AI Act or NIS2 (X1).

Technologies: Software Bill of Materials (SBOM) and provenance tracking tools.

Application Areas: managing the Software Supply Chain & Third-Party Vendors.

(17345.7), and two
20599.2).

application areas, Al education (Al.1, 25655.4) and Healthcare (A3,

Considering the soft skills, MERIT universities should still prioritise the following for their

students:

* Leadership.

* Efficient communication in English.

* Understanding the impact of proposed solutions.

* Problem-Solving.

¢ Teamwork.

 Exhibit critical thinking.

¢ Adherence to Professional and Ethical standards/behaviour.

* Understanding of the legal and social aspects.

* Continuous Learning: All universities emphasise the importance of continuous learning.

2.7.1 Coverage in MERIT curricula

To verify the current integration of Table 5| (for CS), Table[7](AI) and Table[6|(IoT) topics, tech-
nologies, and applications areas in MERIT curricula, we automatically verified their integration
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Table 6: Aggregated and prioritised list of 10T results
Expertise & Topics:
- Edge, Fog & Cloud Computing.
- Software Engineering for IoT (X1).
- Connectivity Standards (5G and LoRaWAN) (X1).
Technologies:
- Cloud Computing Platforms.
- Edge & Fog Computing.
- Energy Harvesting & Management.
Application areas:
- Smart Cities: Coordinating city-wide sensor networks (X2).
- Transportation & Logistics (X2): Managing mobile assets across varied network conditions.
Skills: Designing low-latency, resilient data pipelines that can operate on limited power budgets.
Expertise, Topics & Technologies:
- AloT (Artificial Intelligence of Things).
Applied Intelligence - Big Data Analytics (X1) & Real-Time Analytics.
& Digital Modeling - Digital Twins (X2).
Application areas:
- Industrial IoT (IIoT) & Manufacturing (X1): Real-time optimization of production lines.
- Smart Farming and Precision Agriculture: Using Al to predict crop yields and automate resource
distribution.
Skills: Embedding intelligence at the "thing" level (AloT) to allow systems to react without waiting for
cloud instructions
Expertise & Topics:
- Advanced Security, Privacy & Compliance (X1, X2).
Trust, Security - IoT Security Fundamentals.

& Regulatory Resilience | Technologies:
- Blockchain & Distributed Ledger.
- IoT Security & Cryptography (X1).
Application areas:
- Smart Homes & Buildings: Ensuring consumer privacy and preventing unauthorized access to home
systems.
- Electricity Grids and Energy Infrastructure: Protecting critical national infrastructure from cyber-attacks.
Skills: Implementing "Security by Design" and using DLT to ensure data remains untampered across
supply chains.
Expertise & Topics:
- Green IoT & Sustainability (X1).
Sustainable Engineering | - ESG and Corporate Sustainability Reporting.

& ESG Strategy Technologies: Energy Harvesting & Management.
Application Areas:
- Electricity Grids and Energy Infrastructure: Orchestrating renewable energy and reducing grid waste.
- Smart Farming and Precision Agriculture: Minimizing environmental footprint through precise chemical
and water application.
Skills: - Using IoT data to satisfy.
- ESG requirements while ensuring the hardware itself is "Green" (X1).
Expertise & Topics:
- Industrial IoT (IIoT) & Industry 5.0 (X1).
Domain Orchestration | - Market Dynamics & Business Ecosystems.
& Business Dynamics | Technologies: Cross-functional integration of all identified technologies.
Application areas:
- Industrial IoT (IIoT) & Manufacturing (X1): Moving from mass production to human-centric,
sustainable manufacturing .
- Smart Cities: Orchestrating complex vendor ecosystems to provide unified citizen services (X2).
Skills: Understanding how IoT shifts business models from "Product-focused" to "Service-focused"
within a global ecosystem.

Distributed Infrastructure
& Connectivity
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Figure 2: Scopus investigation of CS queries for the past five years.

using the different learning outcomes and courses description.

The topics related to compliance and ethics (CS To.11, Al Te.11), data security/privacy (CS
To.6), and sustainability (IoT To.6) are the most frequently addressed, appearing in the curricula
of three out of the four universities: UPC and Vilnius Tech courses descriptions, and RTU
learning outcomes.

Some highly technical areas like AlI-Powered Defense and Federated Learning for IoT are
currently specialized in only one university (UPC and Vilnius Tech, respectively).

Industry 4.0 and Industrial IoT are strong commonalities between Taltech and UPC, while Al
in Healthcare is a major shared focus for RTU and UPC.

2.7.2 ESCO and e-CF mappings

To understand how the results align with the European skills and labour market, we verified
their adherence to the European Skills, Competences, Qualifications and Occupations (ESCO)
classification, and to the European e-Competence Framework (e-CF).

In the final iteration, we queried the ESCO Skills & Competences web porta]ﬁ with a set of key-
words corresponding to the aggregated data reported in Step 7 tables. We obtained 4590 results
(2526 unique), which could be a Concept, Skill, or Knowledge item in the ESCO classification
and may be associated with zero or more occupations.

We carefully reviewed them to exclude those out of context and obtained a list of 585 results
(193 related to the CS domain, 287 and 252 to IoT and Al ones, respectively). Using the scripﬂ
developed for the first application of the methodology, we obtained 496 low-level items:

https://esco.ec.europa.eu/en/classification/skill_main.
3Available at https://digitalmerit.eu/wp—content/uploads/2024/07/MERIT_ESCO
code.zip.
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Figure 3: Scopus investigation of IoT queries for the past five years.

* 128 unique skills: 66 associated with the CS domain, 49 with Al, and 26 with IoT.

* 115 unique knowledge items: 51 in the CS domain, 43 in Al, and 48 in [oT.
Considering the parent items:

* 64 unique skills: 40 associated with the CS domain, 27 with Al, and 18 with IoT.

* 33 unique knowledge items: 20 in the CS domain, 14 in Al, and 14 in IoT.

According to the ESCO classification, the knowledge of topics, technologies, and skills identi-
fied in Step 7 would enable MERIT students to access 299 possible occupations (102 related to
CS, 71 to Al, and 188 to IoT). It is important to note that these occupation counts are indicative
of potential labour market alignment and do not represent direct placement forecasts.

D3.5 marks a strategic shift from quantitative data volume toward qualitative precision, achieved
through manual consistency checks and the filtering of unique values. While early iterations
like D3.1 identified over 1,200 possible occupations and D3.3 peaked at 1,539, the current edi-
tion provides a much more focused and verified map of 299 unique occupations.This reduction
in the total number of occupations should be interpreted as an enhancement in analytical preci-
sion rather than a decline in relevance. By filtering out redundant or loosely associated entries
that characterized earlier broad automated searches, this iteration provides a vetted and highly
reliable alignment between the MERIT curriculum and the most impactful professional roles
in the European labour market. This selectivity is also evident in the final list of 585 retained
results, which is significantly more streamlined than the 1,271 items considered in D3.1.

By providing a verified and interdisciplinary map of occupations, this iteration ensures that the
knowledge of topics, technologies, and skills identified in the methodology provides MERIT
students with a realistic and stable foundation for entering the European labor market.

e-CF Framework Mapping Regarding the e-CF framework, we mapped which of its roles
could be associated with Step 7 results and at which skill level (among the defined skill groups).

Cybersecurity Themes:
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Figure 4: Scopus investigation of Al queries for the past five years.

* Adaptive Identity & Human Defense - A.10 (L3, L4), C.6 (L2), D.9 (L4), E.8 (L2, L4).

e Zero Trust & Critical Infrastructure Architecture - A.1 (L4, L5), A.5 (L3, L4), B.6 (L3,
L4), E.3 (L3, L4).

* Autonomous Cyber-Ops & Resilience - A.7 (L3, L4), C.4 (L3, L4), D.7 (L4, LS), E.8
(L3, L4).

* Quantum-Ready Privacy & Data Persistence - D.1 (L4, LS), D.7 (L3, L4), E.8 (L4).

* Ecosystem Integrity & Compliance Governance - D.4 (L3, L4), D.8 (L3, L4), E.9 (L4,
LS5).

IoT Themes:

* Distributed Infrastructure & Connectivity - B.6 (L3, L4), A.5 (L3, L4),B.2 (L3,1L4),B.4
L3.

Applied Intelligence & Digital Modeling - D.7 (L3, L4, LS), A.7 (L3, L4), A.9 (L4, L5).
Trust, Security & Regulatory Resilience - D.1 (L4, L5), E.8 (L3, L4), (E.3 L3, L4).
Sustainable Engineering & ESG Strategy - A.8 (L3, L4), D.4 (L3, L4), B.6 L3.

* Domain Orchestration & Business Dynamics - A.1 (L4, LS), A.3 (L4, LS), E.7 (L4, LS),
E.9 (L4, L5), E.2 (L4, L5).

Al Themes:

* Al-Driven Cybersecurity Operations (AIOps & SecOps) - B.3 (L2), C.4 (L2, L3, L4),
E.3 (L2,L3), E.8 (L2, L3).

* Adversarial AI & Model Integrity - B.2 (L3), D.7 (L3), E.8 (L3, L4).
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Table 7: Aggregated and prioritised list of Al results

Al-Driven Cybersecurity
Operations (AIOps & SecOps)

Experience & Topics:

- Predictive analytics, anomaly detection, malware recognition, and intrusion prevention (X1).
- Al-enhanced incident response and automated remediation.

- Autonomous agents for adaptive workflows.

Technologies:

- Multi-agent systems for distributed threat detection.

- Al-powered penetration testing and red teaming.

- Al-enhanced vulnerability scanning (X1).

- Al-driven SOC automation for log analysis and risk assessment.

Application areas:
- Al-driven Security Operations Centers (SOC).
- Vulnerability scanning (X1).

Adversarial Al
& Model Integrity

Experience & Topics:
- Adversarial Al expertise to protect against data poisoning and evasion attacks.
- Privacy-preserving solutions like Federated Learning (X1).

Technologies:
- Adversarial attack simulation tools.
- Synthetic data generation for safe model training.

Skills: Protecting the integrity of the machine learning pipeline from manipulation.

Generative Al
& Threat Intelligence

Experience & Topics:
- Using Large Language Models (LLMs) for detecting fraud.
- Analyzing threat intelligence.

Technologies:
- Generative Al for phishing detection and social engineering analysis.
- Automated security audits via LLMs.

Skills: Prompt engineering for threat analytics and deciphering complex fraud patterns.

Al Ethics, Governance,
and Compliance

Experience & Topics:
- Explainable AI (XAI) for transparent and understandable decisions.
- Ethical Al use and compliance with GDPR or the Al Act (X1).

Technologies: Ethical Al implementation frameworks ensuring fairness and transparency (X1).

Application areas:
- Education and Professional training (X2).
- Training programs for Al literacy and ethical decision-making.

Industrial AI & The Physical
Internet (IoT/Edge/Digital Twins)

Experience & Topics:
- Securing IoT ecosystems and device-level anomaly detection (X1).
- Predictive maintenance for industrial processes (X1).

Technologies:

- Al-powered digital replicas (Digital Twins) for security optimization.
- Edge Al for real-time decision-making at the device level (X1).

- Automated quality control tools (X1).

- Al sensors for autonomous driving (X2).

Application areas:

- Industry 4.0 (X1).

- Edge Al for IoT Security (X1).
- Autonomous Driving (X2).

Sector-Specific Al Integration

Experience & Topics: Al tools for diagnostics and patient care optimization (X1, X2).

Technologies:

- Al in Education (adaptive learning).

- Al in Retail (personalized recommendations).

- Al in Financial Systems (forecasting and risk management).
- Al for Environmental Sustainability (smart grids) (X2).

- Al-powered diagnostics and monitoring (X1, X2).

Application areas:

- Financial Systems.

- Healthcare and Medical Systems (X1, X2).
- Agriculture.

- Retail.

Quantum-Safe Al

Expertise & Topics: Quantum Al research and risk mitigation.

Technologies: Quantum-resistant security protocols.

Skills: Understanding the intersection of quantum computing and cryptographic resilience.

* Generative Al & Threat Intelligence - A.7 (L3, L4), D.7 (L4), E.8 (L3).
Al Ethics, Governance, and Compliance - D.1 (L4, L5), D.3 (L2, L3), D.7 (L4), E.9 (L4,

DIGITAL-2021-101083531

30. Mar. 2026

Page 31 of[40|



R Co-funded by e
MERIT LWL the European Union o _

L5).

* Industrial AI & The Physical Internet (IoT/Edge/Digital Twins) - A.10 (L2), B.6 (L3,
L4).

» Sector-Specific Al Integration - A.4 (L3, L4), A.5 (LS), D.7 (L4), E.1 (L3, L4), E.7 (L3,
L4).

« Quantum-Safe Al - A.7 (L4, L5), A.9 (L4, L5), D.1 (L4).

These mappings allow the partial (indicated with “*”) or complete coverage of the following
e-CF roles:

Account Manager* (missing D5, D6,
E4).

Business Analyst* (missing D10, D11,
ES).

Business Information Manager* (miss-
ing E4).

Chief Information Officer* (missing
E4).

Database Administrator®* (missing B1,
C2, D10).

Data science™ (missing D10, D11).
Data specialist® (missing A6, D10, E6).
Developer* (missing B1, BS).

Devops expert* (missing B1, C2).

Digital Media Specialist* (missing A6,
B1, D6).

Digital Transformation Leader.
Enterprise Architect.

ICT Operations Manager* (missing E6).

ICT Security Manager.

ICT Security Specialist.

Network Specialist* (missing A6).
Product Owner* (missing D11, E4).
Project Manager* (missing E4).

Quality Assurance Manager* (missing
D2, ES, E6).

Scrum Master™ (missing E4, ES).
Service Manager* (missing A2, C3).
Service Support* (missing C1, C2, C3).

* Solution Designer* (missing A6, D10,

D11).

Systems Administrator* (missing C2).
Systems Analyst* (missing BS, E6).
Systems Architect.

Technical Specialist* (missing C2, C3,
E6).

Test Specialist* (missing BS).

Compared with past editions, the current list introduces several new e-Competences (A.4, A.8,
C.6, D.4 and D.8). Furthermore, E7 now includes levels L3 to L5 (increased from L3 in D3.4),
and D9 has progressed to L4. The current iteration successfully covers 5 e-CF roles completely,
an increase from the 3 roles covered in D3.4.
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3 Conclusion

This document presents the final application of the seven-step methodology established to iden-
tify and prioritize the most relevant content for the MERIT consortium master programs and
outreach activities. This fourth-year edition (D3.5) represents a strategic refinement of the
project’s long-term strategy, ensuring the curriculum remains aligned with an evolving digital
landscape. The final iteration of the methodology provides the following results:

Refinement of Consortium Expertise: An updated audit of partners’ capabilities shows a
shift toward enhancing practical training infrastructure. Specifically, FBK acquired lab-
oratory hosting capabilities in Al and Cybersecurity, and Vilnius Tech re-established its
laboratory capacity in Cybersecurity, ensuring students have access to hands-on learning
environments.

Stable Institutional Vision: The envisaged skills and learning outcomes for MERIT grad-
uates remain consistent with previous years as the four specialized master programs have
reached a stable implementation phase. Artificial Intelligence continues to play a promi-
nent and transversal role across all syllabi.

Targeted Data Sources: A finalized set of 44 specialized data sources, domains, created
considering only those providing recent and relevant products. The list includes academic
portals, and local and globally distrib-uted entities.

Academic and Forecast Analysis: 103 data items that mark a definitive transition to-
ward autonomous systems, proactive defense, and industrial sustainability. Key emerg-
ing themes include Agentic Al, Adversarial Al, Deepfake Detection, Industry 5.0, and
Green IoT.

Market Needs and Industry Insights: 25 respondents from regional SMEs and 71 reports
discussing more general industry needs highlight a shift toward proactive resilience and
Al governance. While Zero Trust Architecture remains a top implementation priority,
organizations are increasingly focused on compliance with the EU AI Act and GDPR.
Furthermore, current data provides granular insights into compensation, with salary in-
creases of up to 12% for specialized Al and IoT expertise.

Consolidated General Summary: the 39 topics, 30 technologies and 17 application ar-
eas were grouped into 17 skillsets (5 in the CS domain, 5 IoT and 7 AI) that MERIT
Universities can offer as course packages.

Prioritized Results and Professional Alignment: A prioritized list of topics and technolo-
gies was identified considering the learning outcomes and current courses programs, and
the academic interest (via the Scopus database).

Results were mapped to European professional frameworks:

— ESCO: The methodology moved from data volume to qualitative precision, iden-
tifying 585 contextually verified results and 299 unique occupations. This refined
approach provides a realistic map of the labor market for graduates.

— e-CF framework: results connect with 26 e-CF competences and 5 e-CF roles com-
pletely.

The following general insights can be derived from the final application of the methodology:
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* Maturation of Competency Frameworks: While low-level technologies evolve rapidly,
the fundamental parent skills required for MERIT graduates have remained remarkably
stable, indicating that the project has established a mature core curriculum.

* The Criticality of the Human Layer: Across all domains, there is an increasing recog-
nition that technical security must be paired with human-centric defense and soft skills,
such as leadership, ethical decision-making, and professional communication.

* Industry-Academic Synergy: The transition from general Al implementation to ethically-
governed autonomous systems reflects a growing alignment between academic research
and the operational needs of modern SME:s.

* Interdisciplinary Career Prospects: Acquiring expertise across the three domains (Al, CS,
and IoT) opens doors to highly specialized professional roles with wider career prospects,
such as using Al for threat intelligence or securing [oT data pipelines.

* Follow-up: although MERIT’s WP4 (programs design) and WPS5 (material preparation)
have been completed, and WP6 (courses delivery) will conclude at the end of the project
next September, the MERIT masters’ programs at consortium HEIs continue, and the
findings serve as a reliable reference for upgrading existing offering: both for the next
cohort of MERIT students (and their instructors) and for external academic institutions.
As a consortium, we are also committed, through LEADSEL to supporting the project’s
sustainability and disseminating its results including the findings of this document.

In conclusion, the MERIT project continues to bridge the digital skills gap by leveraging the
synergies between Al, Cybersecurity, and IoT. This final deliverable serves as a cornerstone for
current master programs and a guide for future professional upskilling, ensuring that European
graduates are equipped to tame the complexities of next-generation systems.

4https://advancedskills.eu/.
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A Scopus Queries

The following lists provide the updated set of queries for the investigation via Scopus of the top-
ics, technologies or application areas provided in the Step 7 of the methodology, and leverages
the quotes for exact match and the AND/OR logical operators.

Cybersecurity domain

1.

oW

10.
11.
12.
13.
14.
15.
16.

. ("Supply Chain"

("cybersecurity" OR "cyber security") AND 17.

"Human factor" 18.
("Identity and Access Management" OR 19.
"TAM") 20.

OR "Third-Party") AND

("Risk Management" OR "TPRM") 21.
("Incident Response” OR "IR") AND "Re-
silience"

"Zero Trust" 22.
("Data Security" OR "Privacy Engineering")
("Network Defense" OR "DDoS Mitigation")  23.

("IoT" OR "OT" OR "Ceritical Infrastructure")
AND ("cybersecurity” OR "cyber security")
("Preemptive Security” OR "Threat Intelli-
gence")

"Cloud Security"

("Compliance") AND ("AI Act" OR "NIS2")
("Al-Powered Defense" OR "Agentic AI")
"Deepfake Detection"

("SIEM" OR "SOAR")

("Software Bill of Materials" OR "SBOM")

("Threat Intelligence” OR "Deception Plat- 27.

forms")

24.

25.

26.

"Confidential computing"
("Post-quantum cryptography" OR "PQC")
"Immutable backup"

("Cloud-native application protection” OR
"CNAPP")
("Critical Infrastructure” OR "Operational

Technology" OR "OT") AND ("cybersecurity"
OR "cyber security")

("Manufacturing” OR "Industry 4.0") AND
("cybersecurity" OR "cyber security")

"Al Ecosystems" AND ("cybersecurity” OR
"cyber security")

("Software Supply Chain" OR "Third-Party
Vendor") AND ("cybersecurity" OR "cyber se-
curity")

("Cloud Environment" OR "Virtual Infrastruc-
ture") AND ("cybersecurity” OR "cyber secu-
rity")

("Human Layer" OR "Workforce" OR "Digital
Identity") AND ("cybersecurity" OR "cyber se-
curity")

("Government" OR "Defense Industrial Base")
AND ("cybersecurity" OR "cyber security")
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Artificial Intelligence domain

1.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

"Artificial Intelligence" AND ("Predictive ana-
lytics" OR "Anomaly detection” OR "Malware" 20.
OR "Intrusion Prevention")

"Artificial Intelligence" AND ("Phishing simu-
lation" OR "Security audit" OR "Adversarial at- 21.
tack")

"Artificial Intelligence" AND "Incident Re- 22.
sponse” AND ("Remediation" OR "Post-
incident")

("Adversarial AI" OR "Data poisoning" OR 23.
"Evasion attacks")

. ("Explainable AI" OR "XAI") AND ("cyberse- 24.

curity" or "cyber security")

"Artificial Intelligence" AND ("Security Oper- 25.
ations Center" OR "SOC")

("Large Language Models" OR "LLM") AND 26.
("cybersecurity" or "cyber security")

"Artificial Intelligence" AND "loT" AND
("Federated = Learning" OR  "Privacy- 27.
preserving")

("Autonomous agents”" OR "Adaptive secu- 28.
rity") AND "Workflow"

"Artificial Intelligence" AND "Digital Twin" 29.
AND ("IoT cybersecurity" OR "IoT Security")
"Artificial Intelligence" AND ("Ethics" OR 30.
"Compliance") AND ("GDPR" OR "AI Act")
"Artificial Intelligence" AND ("Industrial pro- 31.
cess" OR "Predictive maintenance")

"Artificial Intelligence"” AND ("Diagnostics" 32.
OR "Treatment planning" OR "Patient care")
"Quantum AI" OR ("quantum-resistant" AND 33.
"Artificial Intelligence") 34,
("Large Language Models" OR "LLM") AND
"Threat Intelligence"

"Artificial Intelligence" AND ("personalized
learning" OR "Adaptive learning" OR "Auto- 36.
mated grading") 37.
"Artificial Intelligence" AND ("behavior anal-
ysis" OR "Personalized recommendations” OR 38.
"Inventory management")

"Artificial Intelligence" AND ("Financial Sys- 39.
tems" OR "Fraud detection" OR "Forecasting") 40.
"Artificial Intelligence” AND ("Diagnostics"

35.

Internet of Things domain

1.

2.

"loT" AND ("Security" OR "Privacy" OR 3.
"Compliance")
"Artificial Intelligence of Things" OR "AloT" 4.

OR "Personalized medicine" OR "Monitoring")
"Artificial Intelligence" AND ("environmental
sustainability" OR "Smart Grid" OR "Resource
management” OR "Energy")

"Artificial Intelligence" AND ("Autonomous
Driving" OR "Object detection” OR "Sensors")
"Artificial Intelligence" AND ("predictive
maintenance" OR "Quality control" OR "Pro-
cess optimization")

"Multi-Agent Systems" AND ("cyber security"
OR "cybersecurity")

"Artificial Intelligence” AND ("Literacy" OR
"Skills" OR "cybersecurity training")
"Artificial intelligence" AND ("Penetration
Testing" OR "Red Team")

"Artificial intelligence” AND ("ethics" OR
"Fairness" OR "Transparency" OR "Ethical
Al")

"Artificial intelligence" AND ("Edge AI" OR
"IoT Security" OR "Anomaly detection")
"Artificial intelligence" AND ("Vulnerability
Scanning" OR "Weakness identification")
"Artificial intelligence" AND "SOC" AND
("Log analysis" OR "Threat prioritization")
("Generative AI" OR "GenAI") AND ("Phish-
ing" OR "Synthetic data")

("Education" OR "Professional training") AND
AT

"Financial Systems" AND "Artificial Intelli-
gence"

"Healthcare" AND "Artificial Intelligence"
"Autonomous Driving" AND "Artificial Intelli-
gence"

("Industry 4.0" OR "Digital Twins") AND "Ar-
tificial Intelligence"

"Edge AI" AND "loT Security"

"Vulnerability Scanning" AND "Artificial Intel-
ligence"

"Medical Systems" AND "Artificial Intelli-
gence"

"Agriculture" AND "Artificial Intelligence"
"Retail" AND "Artificial Intelligence"

"IoT" AND ("Data Management" OR "Real-
Time Analytics")
"Digital Twins"
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5. ("Edge" OR "Fog" OR "Cloud Computing") 17. "Digital Twins"
AND "IoT" 18. ("Edge Computing" OR "Fog Computing")
6. ("Green IoT" OR "IoT Sustainability") AND "IoT"
7. ("Industrial [oT" OR "IIoT" OR "Industry 5.0") 19. ("Energy Harvesting”" OR "Power Manage-
8. "IoT Security" AND "Fundamentals" ment") AND "loT"
9. "IoT" AND ("Market Dynamics" OR "Business 20. ("loT Security” OR "Cryptography") AND
Ecosystems") "ToT"
10. "Software Engineering" AND "loT" 21. ("Industrial IoT" OR "IIoT") AND "Manufac-
11. ("ESG" OR "Sustainability Reporting") AND turing"
"ToT" 22. "Smart Cities"
12. ("5G" OR "LoRaWAN") AND "loT" 23. ("Smart Homes" OR "Smart Buildings")
13. "Artificial Intelligence of Things" OR "AloT" 24. ("Transportation”" OR "Logistics") AND "loT"
14. ("Big Data" OR "Analytics") AND "loT" 25. ("Electricity Grids" OR "Energy Infrastruc-
15. ("Blockchain" OR "Distributed Ledger") AND ture") AND "ToT"
"ToT" 26. ("Smart Farming" OR "Precision Agriculture")
16. ("Cloud Computing" OR "Cloud Platform") AND "IoT"

AND "IoT"
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